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Abstract: In order to take an active part in network attack and defense, a moving target defense solution on network layer
based on OpenFlow was proposed, using the flexibility of network brought by OpenFlow network architecture. On the
network layer, through mapping the correspondent nodes’ addresses to pseudo-random virtual addresses in the LAN and
mapping correspondent nodes’ ports to virtual ports, achieving the hiding of correspond nodes in the whole network and
the information of network architecture. Researches verify the system’s effectiveness. Comparing with existing moving
target defense solutions, the proposed algorithm can be deployed easily in the traditional network, and realize compre-
hensive protection of the corresponding in the whole network.
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